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Threatening comments posted by your employees on your organization’s website -/l

Threatening comments posted by your employees on their own social media accounts -

Criminal activity (like cyberstalking) launched by an employee using public resources -z

Criminal activity (like cyberstalking) launched not using your organization’s website resources (like a -»

technical support forum)
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Using an internet address (URL) that closely resembles a well-known, legitimate site - !
Sending unsolicited and often dishonest email messages -

Attempting to trick individuals into revealing private information -

Misrepresenting the origin address within an email message -»
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Network firewalling -aJ!

Application availability -

Nonrepudiation -z

Malware detection -
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A hole in your software or physical defenses that could allow a security breach -l

An action that aims to cause harm to your hardware or software infrastructure -

A data store containing sensitive and hard-to-replace information -

An external entity with an incentive to disable your IT infrastructure -»
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The use of untrusted websites -l

The use of weak and overused passwords -

Unauthorized access to your system resources -

The unexpected invisibility of your browsing history and data -
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Web browsers -l

PC dns systems -

Online software services -z

Mobile device dns systems -»
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RFID tags -l

USB storage devices -

pagers -z

Ethernet -»
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An undocumented method of accessing a compute device - 4!

An unadvertised WiFi host network -

A server without a password protecting its BIOS/UEFI boot process -z

A server protected by an unconfigured firewall -
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OSINT efforts involve physical access to your compute environment, while phishing can be executed -l
remotely

OSINT breaches occur among publicly available sources, while phishing attacks target information -
from private sources

OSINT is a counter-crime process and is not an attack at all -

Technically, OSINT gathering require the breaking of any privacy laws, while the act of phishing is, -
generally, criminal
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Maintaining complete and up-to-date backups of your critical data - !

Signing up for online ransomware prevention services -

Carefully following the on-screen instructions sent by the ransomware authors -~

Not Working with online and law enforcement organizations to decrypt your impacted data -»
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A firewall that's configured to misdirect network traffic for illegal purposes - 4!

A compute device whose resources have been hijacked as part of an attack against a third party -
A compute device whose operating system has failed, leaving it in a permanent state of sleep -

A human administrator who logs out of a server console without authorization -»
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Steps undertaken to prevent an attack against your IT infrastructure -l

Steps undertaken to reduce the impact of an attack against your IT infrastructure -

Tools designed to detect an imminent attack -~

System-wide authentication settings -

18 Lo s 1381 gl g 513800 JUESH 55 (VL jlas 435 plas—Y

Connecting your compute devices to unfiltered power sources -zl

Leaving portable data storage volumes unencrypted -

Failing to password-protect smartphones -

Leaving USB-friendly computers exposed to uncontrolled access -»
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Nonalphanumeric characters -4l

combination of uppercase and lowercase letters -




Empty spaces -z

At least eight characters in total -»
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Verification -4l

Authentication -

Authorization -

Encryption -o
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An authentication method that requires more than one type of information -l

A process that submits a password string to multiple hashes to protect them -

A policy forcing users to employ more than one character type in a text password -z
D. A software design paradigm that submits external variables to two or more checksums -»
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To protect a large enterprise operation involving thousands of servers -l

To protect the infrastructure of a small business -

To protect a single stand-alone computer running Windows -z

To protect a single stand-alone computer running Ubuntu Linux -
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The packet source -l

Applicable routing rules -

The networking protocol being used -

The packet destination -»
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Greater accuracy -l

Wider range of protocols -

Greater throughput -~

Ability to take packet source and destination into account -
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https -

com. -z
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Hostname (amazon.com) -l

Top-level domain (.com) -

Subdomain (Www) -z




Protocol (https) -»
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Only use software from curated repositories (like Debian Linux’s APT system) -l

Only use software that comes from a website using a .com top-level domain -

.use software from every vendor -z

Only use software designed for business productivity and avoid games and entertainment -»
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To allow delivery of data to a host on a network -/l

To allow administrators to track all operations to their owners -

To allow reliable identification of a network subnet range -

To increase network efficiency -»
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Eight 16-bit octets made up of hexadecimal numbers - 4/l

Sixteen 16-bit octets made up of hexadecimal numbers -

Sixteen 16-bit octets made up of numbers between 0-9 -

Four 8-bit octets made up of hexadecimal numbers -»
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Wiresharkd -zl

Tshark -

Nmap -z

Wired -»
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Software made by developers who meet execution deadlines and remain within budget -l
Software made by developers who regularly maintain and patch their product -

Software made by developers whose companies are not active and do not have solid reputations -




Software made by developers who are known to produce software with few or no bugs -»
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.Configure your wireless networks to permit only authorized use -l

Carefully monitor your facility’s power supply -

Never let people you don't know into the facility -

Always visiting suspicious, high-risk websites -»
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Old and outdated PCs -l

WiFi devices configured to use poor or no encryption -

properly configured Internet of Things devices -z

CATS5 or older ethernet cabling -»
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.The Linux kernel protects against incursions by default -l

Open source software will, by definition, almost never contain malware -

Viruses cannot infect Linux systems -~

Most, if not all, of the software you use will come from curated repositories -
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Applying the encryption key to encrypted text to restore it to a readable format -4/l

Applying the encryption key to plain text to render the text unreadable -

Obscuring a plain-text packet as it's transferred between remote network locations -
Enhancing the efficiency of network transfers involving text-based applications -»
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All data should be encrypted if at all possible -l

Swap files can contain private information in clear text -

Swap files are frequent sources of malware -z

Unencrypted swap files can slow down server performance -
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A root certificate will prevent your browser from loading unencrypted web pages -

A root certificate installed on the servers of a certificate authority (CA) is used to validate browser -_
requests globally

A root certificate included in a browser package is used to identify the presence of a valid CA-issued -
certificate on the server

A root certificate installed on a web server is used to confirm the status of a client browser -
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FTP -

IPsec -o




SSH -z

HTTPS -s
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The effectiveness of an email server’s encryption configuration - /!

The reliability of the name servers used by the website domain -

The validity of the website’s initial certificate request -

The effectiveness of a website’s encryption configuration -»
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A network topography that protects private networks from external infiltration - !

A software package that secures the remote transfer and installation of applications -

A technique for safely extending a single private network across an insecure public network -

The software equivalent of a firewall -»
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el

By comparing the checksum value on the source website with a checksum you generate on the - il

downloaded file
By only getting your software from reliable sources -

By testing your new software for malware before installing it -

By using a firewall to shut down your network connection while downloading the software -»
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function sayHello () { echo "hello"; } -

{ }function sayHello -

function sayHello() { echo Hello } -~

;function sayHello() { echo Hello } -»
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Accessibility -l

Access and Help -

Universal Use -z

Universal Access -
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Java -o
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/dev/ide -J|

/dev/sda -

/dev/hda -z

/dev/hdl -
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RAM -l

MBR -

/dev/boot -z

The swap partition -»
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startup -
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Monitor -
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Access -

Paint -
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Src -
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Less -
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rm -f junk -
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Gimp -l
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pinta -o

0,8 o0 Dl o Sl OLSws dxas 3l g sl j90059 ,0 SNIPPING tOOl asli s Joles aiy 35 las™-04

Franz -1

Dropbox -

Shutter -z

Atom -o

fowl a5 plasTinit aslyd ol W(PID)as) 3 o lei-F -

ail Sglite wlgs oo ]

TS oo 6,155 |y 6,5 ool Slasein p) laany ¥ 5l Splas-#)
Jetc/secret -l

Jetc/pwd -o

/etc/users -z
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Su-branch -z
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Man copy -
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Terminal -

gbashe -~

guiterm -o

FaiS g | H5iws G ()G Wilgs oo jgims plaS=FA

What -l

Which -

Where -z

Which on -s

395050, 4 6,955 pls oS uled (sl ~ olei-Pd

Sz 655 Rl JBle (5,555 pls -l

S S Jelepitanns 15 (ool (s SIS (nl -0

home 5,55 uls -

root 5,55 pls -0

orgdise Jile (5,558 plo plaS 4 ¢ plgiias €d jgmws ol -V

W) 5,958 plo -l

JEtCc -o

home ¢,55 plo -z




jUsr -s

fano oo ploil 5 )Saz M -1 Hgiua-Y)

0S o ol 0l alies 535 1l sla s 51 plaS o i 51 LS -l
WS (oo Bd> laals n g Slhgioe ples L) (6 95 plo S -0

w5 B> Wl e |y Slhgime (9 9 (JB 655 b S -2

Sgise bl aBlil 5o cpl aSul (e WS pliy -0
foS o 095 109 s o Solas™- VY

IS slallas -l

Ol ygiwd Cawyd sl pas -0

mailserver 4, bg e slo codlsd -z

o s Shutdown 4 Startup -»

G5 (o0 ooliul gy wmly 5,525 05 (9,5 aseive sl ylnl plas-YY
Timezone -l

Localtime -

Date -

Local -»

Apropos usblless = Scaz> blie jeiws >g,>-VE

A O yg0 Ay s o a8 sla USD Corsg pdlel -l

Usb 5,90 ,o la )] JolS ooy g &l ygiws ioles —o

A g0 4y 09290 s USh e ol -z

lo o] s Sy Sloeedgs LUS b e jo &l pgiws oles —a

S W firmware Lol (g s 3> SalaS-V0

abadl> 4 i (g o e~

79> 5 6959 S ool Capae -0

oS5 oal YU 5l gy 61531 e slealfiws y e -

ATA sla Lauly co pae -0

oS o Sty 1, USB 3.0 S5 5l aseus plas-V#

VLAY -l

A AR

VAN -z

YAY -o

§ Cax Isusb jgiws jo -t lesS 1 >g,5-VY

S (o0 |y G Dlonedgh j5tws (25,5 )0~

283 (oo (aled (S50 S0 & (29,5 p0 ) Sledbl -

A2 oo wles AM> Sjgo ], L USD & fuaie lalKiws ledlbl il -z
A oo imled |y ol sasiSadys 5l s Jaase 4y bgspe Oledbl yiulai -




258 go Al v Lawgs S 53 (6,8l S lakad J uS-VA
slail ol sl Jg5te —all

init -

Kernel modouls -z

Sy yole -0

§ ez MOdinfo jgiws o ,,5-V4

A 9550 Joile 950 50 iy SleMbl s -l

Jed 1,15 550 5550 40 Sledbl ioled -0

o O3 30ke S50 ,0 ies Oledbl -

B slaslailoly 0,50 50 pin Sledsl -o

Sl plas” Jgsle s (g )35,L lgl (sl 5Ls 0590 jgmmsaAs
Upload -l

Insmod -

Install -z

Probmod -

Sz dev 5,455 plo Sl gizeAN

e & e Slealliws Jhle cuz b LI -

S o Jsile 50 ez lo bl -

S g s 50 1zl Sl 50 sla )5 0 3T el Cuz e LB -2
Stz b b yo Lol golaes 9 go0e slo (6,555 0l 5l (gl acgorme -3
dev/hd4/ ¢ cecs hlie Lo pogie-AY

Sl Sl 2 los — il

o b F L IDE Syl -0

SATA Sioo)ls soe ¥ -2

i b F LSATA (Seos o -

dev/srd/ € cuwz blic L3 pspacAY

IDE Syl ledlol asles —all

3yl (g5, pedrom ¥ og>g-o

3 pyole g9, pdvdrom & ss>s -z

iyl F L SATA Koo -0

Sl Liro az ay deV/ (5,655,515 10 (g yiwd slojeme jo (=) ST-AY
Directory -l

File -

Block device -

Character device -»

$wline 4> 4o mKNOd | giws ,o MINOK 4y ;5-A0




STL 08,8 )5 sz WS o atun lawg Couie device drive o las soisS s -l
Cowl device G slaws 0uisS i —o

ool device S g 00isS yasd -

device G oasS Jlad e -0

oS (oo ooliiul yloyd plas ldevi s o oyl saze 13,5 Cand g b olfiiws Condy (3T ol ateie Cu>-AFP
Mkmod<<# -l

Cat/proc/device<<# -

MAKEDEV<<# -~

Ls - | device<<# -»

0l (o03 oo IPTOC (5,955 2l 05 9590 ;5 435 plaS-AY

Cge aladls o Sl ol g,555 b S — ]

o9l oo 0ol oles kernel L sla LB (5,555 pls nl sl ools jloslaul b -0

58 oo 58 ol Al 5o 5 oloml (6,555 1o (nl el 05 UP L

395 (* o= 5 6)85S 210l e a2 dOWN L -3

feunl o giws plas context switching slas ;) @leds slass il o gl,-AA

cat interrupts $ -l

vmstat -s $ -

vmstat ¢ $ -

cat interrupts -cs $ -

fams o USEr - space sla asliy a5 (5,158 Corw Dlahad 550 40 Sledlbol ¢ auliyy plas-AQ
D-Bus -l

Hald -

Uuidgen -z

Post -

Fally (o035 s 50 5l 3590 b asliyy g b gy JI055 12l oulals gz a4y 35 plas-4 -
upstart g, -l

inittab L8 g unix i o, 5l eolaiwl -0

systemd s, 3l oolaiwl -z

bios ;o 5Ls 5,50 sl ael p leMbl yols 1,8 -

§ ol plaS gl o ol alail> s kernel 6,5 )18 Gy a5 cwwgp pdghA)

System V<<# -l

Upstart<<# -

iNit<<# -z

Syslogd<<# -

0Bl oo s Oyoral Vb Wgy 3,90 55 SledLl bl )3 aue S plas-AY
var/log/messages/<<# -_all




var/log/boot/<<# -

var/log/log/<<# -z

var/log/init/<<# -»

el plaS Nt a6 o513 e Y

dev/init/<<# -

etc/init/<<# -_

shin/init/<<# -z

lib/init/<<# -

Togs oo plnil jgiws plaS” lawgs b runlevel ol JleekA¥

rerunlevel <<$ -.JI

inittab q <<# -

telinit q <<# -z

telinit <<#$ -»

Tabl oo guoea NIt 0,90 j0 4y 35 plas-90

5,8 ool 151 ol oo o)l sl @dlge 5o 1)l5 (6l el Sl sl -

Sl ol Pl codllinit gl -0

Sl plins NIt gl alsdl> s 6,05 ,1,3 Joxe—z

oS S |y (SIS L slyls runlevel o1 o ol oo -0

Tl oo i35 AlaS iy o 5o el axsls saseine SLL s g je Job a5 )15 " & Le-9F
Job -l

Abstract job -

Task job -z

Service job -»

1) s ke gy giwd o] B3 (sl g oS oo olol (6055, 9 03,56 1,21 |, (6 SCHPt s a5 oI5 " & Le-2Y
Soily oo ain ;S plaS iy a5 0 Mol 5L

Service job -l

Abstract job -

Task job -~

Job -»

398 oo onliiul INILCtlyle,d 10 s & g0 410G el 08 s pj b a5 Solas=aA
Message -l

Debug -o

Error -~

Grep -»

§ ol olaz plaS easS oL " initctl emit mymethod Action do somthing " & Le-44
Hook event -l




Method event -

Signal event -

Event -»

faisl oo o SYStEMd pgas o 55 sle an ¥ 5l Solas-)V -

YU 6,5 s5lse peban — il

lascript 4 ol (Kol -

fte JSE 4 b gy (Saly o e -

Sl 50 Gloy 30 1o g 0355 £98 -0

fal oads by Caw o iNitd ogas )55 50 plas-) )

28b (o0 5L slo g sl 0L 5 E978 S Sl ol gl (5935 pls -l
2Bl (oo e Glo g e S Con Sl (g5l (5,555 plo -0

Sg o o3liinl gwd Ojygo 4 olas ) o S e gl ol 512

&S oo Cuzmo INIE L )] Jawg piw e a5 Cawl (5,050 -0

s oo plxil | b Cy ke plad a5 0Bl o v o) don 5 Lol 5 ated Seid 5-) Y
boot 5,55 pls —all

GRUB boot manager -

Vmlinuz -

kernel -

sl o kernel saiss S5 gl Sledlbl gyl SR

System.map -|

Boot -

MBR -

inittab -»

Togis (oo oolaiwl Hloyd plaS sThome (5,455 plo 4 (6,955 plo yo 5l ceS b (gl -V - F
cd/home $ -l

Is-1$-o

cd$ -z

pwd$ -»

§ el plas oage pstage 1,2 0,5 5)lg 5 yho 8w uilss 5 Slodde s plsl-) + 0
Active partition -l

Init -

Inittab -~

Mbr -»

Gy g 0ad O)ly o dx il aes (oo (Ladg 039 1 g (e (Glojle D)l saims (Lad giws (pl (292N -7
(e oS 2 o

ps -aef | less$ -l




less /etc/inittab $ -

pstree$ -~

less /rc.sysinit$ -»

il oo wSgid ol YU 5l e Nt solitul 8590 Lol gl cm )+ Y
Auto fsck -l

Rc.sysinit -

Etc/inittab -~

Boot/grub -

Sl s03 LVM gllse 5l a8 alas=Y - A

odds iy 25 |8 5l sl logical volume s )5 resize Sl - il
S, » sk file system slx! -

Sledbl Sb 5L, eslatwl Solw -z

logical volume G & 50 4 Sunss b (paiz Jlasl -

fuil i o package manager aiws ;o Swelas-) - Q

Rpm -l

Dpkg -

CentOS -~

Gnu make -

fally sei FOOt aize PM sl SUles 5l 55 sle a3 51 SCelas=)V Y -
Gl oy s Dl gizee Cannd canlive —call

Gl o a0 BB ol -0

b w50 5100550 -

o o] wledb! il 5 s package (ailgs -o

ConiS oo o0litunl Hgzas plaS 511531 a5 SO JelS Bi> (1))
Apt-get remove {package} -l

Apt-get --purge remove {package} -

Apt-get --dist remove {package} -~

Apt-get -pw remove{package} -»

Sl guoro 435 plas (6158l o 5 diy iz lojed al g1V VY
Apt-get install {package} -l

Dpkg -R {directory-name} -

Apt-get -R { directory-name} -~

Dpkg -r{package} -

Sl 3 o 43§ plas configuration sle L Bis a0 (5,580 p 5 dis Bd> (gl VVY

Apt-get-- purge remove {package} -l
Dpkg -i {package} -




Dpkg -r {package} -~

Apt-get -a remove {package} -»

Sl oS g5 o (Slyig) 4 sl camslio 450V Y

Apt-get dist-upgrade - |

Apt-get update -

Apt-get upgrade -z

Apt-get dist-update -

So 1o o)Ll Gz 4z a4 ke s o manual glasl )0 (0) sae-1 10

Dol oo 1> OO Lawgs Ladd o ladd g ail o @AMIN pgase loyd oyl -l
Ol 1R @l aws 5o Gy cnl -0

asl oo call system gly Slojp -z

ol oS R pate lo g cnl -0

oS o Ol sy a1y help 5 manual oy cglas a8 plas-V1 7
&)l help g el manual > 1> sle )l 3 -l

ail oo S e manual b 73 sq0> Help -o

Ayl ool manual 5 asls help sl sl e yé -2

S o Joe Oglate manual Ly aiils g b g0l S i bla info 4 Help -
oS oo 00l e 31 595 1,2 L e &g 4 (yleyd S aSul g1V
Control -all

Watch -

Grep -z

Touch -»

W DARCEII P BN PR HERPIRC N HERY FECHR BT S TSRV N

# -l

|-z

[ -a

fasl o5 JuSw o bl ;3 S ol S S5 plas=114
Action -.JI

Hangup -o

Ignore -~

defult -

oS o 00litnl oyl JUSs Blie 53 colio Jasddl (oS plol 5 J 78 gl Y -
Interupt -l

Trap -o

Action -




echo -»

aipd oo gmled s Tzl Jb o bl i (6 dieo Sty 0 a5 ol loyd -V Y

Bg-o

Jobs -z

halt -»

fall (oo (g3lo 09,28 slo by 952 SeelaS-ITY

Gzip -

Rar -

Bzip -~

Zip -»

Togd oo aid 5 La5 o g8 backup sl g, 952 Salas=ITY

Stat -l

Tar -o

Cpio -z

dump -»

fogd oStOre (350 G jo 1) o b g wuS ood 00,08 o lasbiwl gL jgims plas-VYY
Tar -l

Stat -o

Cpio -z

Dump -o

Sl sOftlink G sams lis a5 slas'Is -alh jgiws 29,5 0=V Y0
i

<--s

Fowl Cawyo Hgiws plaS igd pi lao b B> 4 g 89,0 B L TL S oo LB ol ol -V VP
Is -l [iB]*[aeiou]<< -l

Is [IB]-[a..u]<< -o

Is -i [iB]*[aeiou]<< -z

Is -1l [iB]*[a-u]<< -s

fallows quota (s3le ooly 71 532 SelasS-VYY
olgmdd s 18 (g9, quUOtA (0,5 Jled ol
Remount -

Sewd (53, 2 quota uolns slul -2
Repquotah l,>1-s




fog.d oo oolainl jows plaS 5l sl gae o jo IS G a5 Slerg S Cand cvnlie Cya-VYA
Is -1 /dev/group<< -l

vi /etc/group<< -o

vi /etc/group$ -z

Is -1 /dev/group$ -»

o9 oo ool g alaS 5l oads 53, 4l b5 512l (gl -1 Y4
Atrm 1 -

Atq -o

At -z

Atm -o

Fog o oalain] i )138] Corw el oulats g ovnlive (gl plas 5VY-
Ntpdate -l

Hwlock -

Hardtime -z

hwlocale -»




